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> DETAILED ACTION 

1 . Claims 1-4 and 9-18 remain for examination. The correspondence filed 8/4/05 
did not add, amend, or cancel any claims. 

Response to Arguments 

2. Applicant's arguments filed 8/4/05 have been fully considered but they are not 
persuasive. 

Applicant argues, " Nowhere in process 500 (Fig. 6) is there any discussion of 'collecting the 
changes that are made to the certain files stored in the distributed file system. Examiner disagrees, 
noting that the very existence of a list inherently implies that the elements of that list had 
to be collected at some (unspecified) point in time. 

Applicant further argues, "However. Chan does not teach modifying a hash value of each 
modified encrypted file, collecting the hash values into a group, and digitally signing the group of hash 
values as recited in claim 9" Examiner disagrees with this contention. As noted in the 
previous Action, Chan does in fact disclose the latter limitations of collecting the hash 
values into a group and digitally signing the group of hash values (col. 4, lines 1-10), 
while Moulton discloses the limitation of modifying a hash value of an individual file (col. 
5, lines 59-62). One cannot show nonobviousness by attacking references individually 
where the rejections are based on combinations of references. See In re Keller, 642 
R2d 413, 208 USPQ 871 (CCPA 1981); In re Merck & Co., 800 F.2d 1091, 231 
USPQ 375 (Fed. Cir. 1986). 

Applicant further argues, "According to claim 17, not only are the 'representations' covered 
by the 'digital signature, ' but the signing process identifies that the modifications were made by the user 
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with the signature. ' Chan does not teach this aspect of the claim" Examiner disagrees with this 
contention. It is inherent to digital signing algorithms, as for example the Digital Signing 
Algorithm (DSA) explicitly disclosed in Chan (col. 3, lines 1-5) that any digital signature 
must necessarily represent the user who owns the private key used in generating said 
digital signature. As Moulton already teaches that the modifications are signed (see 
Figure 7), the rejection based on the combination of Moulton and Chan is proper. 



Claim Rejections - 35 USC § 102 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

4. Claims 1-4 are rejected under 35 U.S.C. 102(e) as being anticipated by Moulton 
(U.S. Patent 6,704,730). 

Regarding claim 1: 

Moulton teaches a method comprising storing files across multiple computers in 
a distributed file system (col. 4, lines 40-55), making changes to certain files (col. 1 1 , 
lines 1-10 and Figure 7), collecting the changes made to certain files stored in the 
distributed file system (col. 10, lines 50-65 and Figure 6), and digitally signing the 
multiple changes in batch (col. 1 1 , lines 1 -1 0 and Figure 7). 
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Regarding claim 2: 

Moulton teaches the limitations of claim 1 above. In addition, Moulton also 
teaches computing a hash of data in each file that is affected by the changes, and 
grouping the hashes together in batch for signing (Figure 7). 

Regarding claim 3: 

Moulton teaches the limitations of claim 1 above. In addition, Moulton also 
teaches a data structure, embodied on a computer-readable medium, produced by the 
method of claim 1 (col. 13, line 30 - col. 14, line 15). 

Regarding claim 4: 

Moulton teaches the limitations of claim 1 above. In addition, Moulton also 
teaches one or more computer-readable media comprising computer readable 
instructions that when executed perform the method of claim 1 (Figure 2). 



Claim Rejections - 35 USC § 103 

5. Claims 9-16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Moulton, and further in view of Burns (U.S. Patent 6,405,315) and also in view of Chan 
(U.S. Patent 6,748,538). 
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Regarding claims 9 and 14: 

Moulton discloses a method for a distributed file system storing [encrypted] files 
across multiple computers comprising: 

modifying one or more of the [encrypted] files (col. 5, lines 59-62); 

computing a hash value of each modified [encrypted] file (col. 11, lines 1-10 and 
Figure 7). 

collecting the hash values into a group (element 31 OA of Figure 7); and 

computing a hash value for the group (element 404 of Figure 5). 

Moulton is silent regarding whether or not the files to be stored in this system are 
encrypted. However, Burns discloses a distributed file system that handles encrypted 
files (col. 3, lines 44-52). Burns also teaches that file systems that use encrypted files 
were already well known in the art (col. 2, lines 25-44). It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to include the ability to 
use encrypted files in the invention disclosed by Moulton. The motivation for doing so 
would be to increase the security of the file system above that found in established prior 
art file systems (Burns, col. 2, lines 5-45). 

The combination of Moulton and Burns do not teach digitally signing the hash 
value of the group of hashes. However, Chan teaches this limitation (Chan, col. 4, lines 
7-10), as well as the limitations of collecting the hash values into a group and computing 
the hash of the group (Chan, col. 4, lines 3-7). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to incorporate the ability of 
Chan to digitally sign a hash representing, a group of hashes of files into the disclosure 
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of Moulton (as modified by Burns). The motivation for doing so would be to better 
ensure data integrity (Chan, col. 1, lines 55-60), which is also a stated goal of the 
Moulton invention (Moulton, col. 3, lines 65-67). 

Regarding claims 10 and 15: 

The combination of Moulton, Burns, and Chan disclose the limitations of claims 9 
and 14 above. In addition, Moulton discloses a header and indexing structure including 
hashes of files and a structure to access the hashes of files, the computing of each 
[encrypted] file further comprising deriving a hash of the header and at least part of the 
structure (element 404 of Figure 7). 

Moulton does not disclose the use of a metadata stream to store the 
aforementioned data structure. However, Burns teaches the use of a metadata stream 
to store this information (col. 7, lines 10-30). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to include a metadata stream 
as the means to store metadata about the files in the distributed file system disclosed by 
Moulton. The motivation for doing so would be to logically partition the metadata from 
the user data, and take advantage of the distributed nature of the file system to store 
each on separate devices (Burns, col. 7, lines 1-10). 

Regarding claims 11 and 16: 

The combination of Moulton, Burns, and Chan disclose the limitations of claims 9 
and 14 above. In addition, Moulton discloses a header and indexing structure including 
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an indexing tree including hashes of files, branch nodes to access the hashes, and a 
root node, with instructions to hash as a single composite the header, per user 
information and the root node (Moulton, col. 11, lines 40-50 and Figure 9). 

Moulton does not disclose the use of a metadata stream to store the 
aforementioned data structure. However, Burns teaches the use of a metadata stream 
to store this information (col. 7, lines 10-30). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to include a metadata stream 
as the means to store metadata about the files in the distributed file system disclosed by 
Moulton. The motivation for doing so would be to logically partition the metadata from 
the user data, and take advantage of the distributed nature of the file system to store 
each on separate devices (Burns, col. 7, lines 1-10). 

Regarding claim 12: 

The combination of Moulton, Burns, and Chan disclose the limitations of claim 9. 
In addition, Moulton discloses a data structure produced by the method of claim 9 
(Moulton, col. 13, line 30 -col. 14, line 15). 

Regarding claim 13: 

The combination of Moulton, Burns, and Chan disclose the limitations of claim 9. 
In addition, Moulton teaches that the disclosed invention can be embodied on computer 
readable media (Moulton, Figure 2). 
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6. Claims 17 and 18 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Moulton, and further in view of Chan. 



Regarding claim 17: 

Moulton discloses a data structure stored on a computer readable medium 
comprising representations of modifications made to multiple files stored in a distributed 
file system (Figure 8; changes illustrated on Figure 7). 

Moulton is silent regarding a digital signature covering at least part of the 
representations to indicate that the modifications were made by a user with the 
signature. However, Chan discloses this limitation (Chan, col. 4, lines 4-10). It would 
have been obvious to one of ordinary skill in the art at the time the invention was made 
to include a digital signature into the invention disclosed by Moulton, with the motivation 
being to better ensure data integrity (Chan, col. 1, lines 55-60; Moulton, col. 3, lines 65- 
67). 

Regarding claim 18: 

Moulton and Chan disclose all the limitations of claim 17 above. In addition, 
Moulton discloses that the representations comprise hashes of data in each file that is 
affected by modifications (elements 31 OA and 404A of Figure 7). 
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Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure: Federal Information Processing Standards Publication 186: 
Digital Signature Standard (DSS). ©1994 

8. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .1 36(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tom Gyorfi whose telephone number is (571 ) 272-3849. 
The examiner can normally be reached on 8:30am - 5:00pm Monday - Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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